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1) gedol ImbsdBsgdgeo sgdogmdgdo

2015 fiewob ©9399d96mdo 930Mm30L LodFmb MmEYbobYdom LodsMmzgwrmdo
30039wo©  BodoMs ghmzbmwo  0b@ghbgEadsmmzgewmdol gmewdo,
2016 §eool sbofiyoldo dgoddbs Mol sboro Loobogosdozm xas30,
5933030 BMOMIoL  Falgds ©s Ry  0odbs  LomGysbobozom
300039H0 ©@5 3MmMobs@m®mo. 2016 Herol UbgdBgddgmdo Bo@ots
6030  99gmeg  LodsGmM3zgwml  0bGHgMbgBHTsMMZg™MdOL  BmMdo,
0ol 0bxzm®Ts30s bgedolsfzmdos 53 ddmanby.

In December 2015, for the first time, Council of Europe organized National
Internet Governance Forum in Georgia. In the beginning of 2016 the new
forum initative group was formed, . forum charter approved, .organizing
committee and a forum coordinator welected. The second Georgian Internet
Governance Forum was held in September 2016.Information as available at

the link below.

99m6g mevdol  sbas6M0dol  3MgHgbGogool 838wy sofiym Godom
d9Lodg MEOWYIol BMmIDsYds, MMIWOL RsMYEdTois FbbmOEogEw©s

39900920 5J&03Mmdgdo:

After the presentation of the second forum report, the third forum preparation

started with the following activities:

2017 §eools dsobo

Lodmgdgom  g9adolb o  fobsbfsto

2017 Heool 099996350 ®}eedol  §930gdol  Fg3tgds o
February 2017 LomGgobobogom 3mdo@g@olb smbg3bgdo,
3006©0bsGMOOL s®hg3s/Gathering of the
forum members. Flections of the organizing
committee and the coordinator

May 2017 00X gHOL  ImIbogds/Preparation  of
action plan and initial budget

2017 ool ogbolso 00x9AHOL s Lodmddgom  a93doL

June 2017 ©59(%303909, dmbseroliggdool
300m6HEObsGMOOL s®bgzs/Approval of the
budget and the action plan, volunteers
coordinator selection

2017 §eool ogbobio 39300L  ©95obBsEgool Mg Mo

June 2017 0baoM0dol dmlidgbs o ©sd30i3gds/The
hearing and confirmation of the interim
report

2017 §ewols og¢erolo LomGgobobogom 3030@9Bob

July 2017 99b3906900, oL Fabdoaol LsdmEmm

93006 ©s9BH3039ds/The Organizing
Committee meeting, approving the final
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edition of the agenda

2017 ool sg30LEH™ am®dol obs Lodmdomgdol s g9gadol
August 27 d9bHMEgdL  80dEobotgmdol  Tglobgd
06gmMIs3z00l dmbidgbs s ©BBHI0GdY
Accaptance of the preparation works and
implementation plan

2017 Heool bmgddgho
November 2017

5639M080 IMIDogds s MsMd6s/Report
preparation and translation

2016 fogb 0bE9MbgEHMmM390mdOL mMHddo  4o9M0sbs 30-dg
mO560Bs30s s BoHBoIMOO 3060. 2017 ol 53 MomMmIbMBdSL ogdo@S
Georgian Internet Exchage - GIX 003900 3060- B3050 Jm®odyg. 2017

ol gm®m«dol 50dslimvegdger 3mdodg@Edo sObgme 0dbs 7 §g36mo

In 2016 Internet Governance Forum united up to 30 organizations and
individuals. In 2017 Georgian Internet Exchange — GIX and Zviad Koridze
joined the community. In 2017 7 members expressed their interest to become

members of the Executive Committee.

gmOHMIol  bogddoobmdol  »dmoghgbo  300b303gd0  FoMdmmygbowos
90535 dbM0g Fgmsbbdgdsdo, 39Mdm:

The main principles of the forum activities are presented in a multilateral

agreement, namely:

® 55305601  BMBEITIBGHMMO  MBEGdGOOL s M30LYBEGOJOOL
©533> 0639069380, ©gIm3zGe@Gommwo  3Mm3Eglgdol o 3sbmbol
1BH9bsgLmdOL bgendgfymds;

e Protection of fundamental human rights in the IInternetlnternet,

supporting rule of law and democratic processes;

06¢9MbgBH oM m3gemdol  4obbmM 309w gdol  bgdghgmds  yzgwe
©5063¢9M9Lgdwo FbsGob RosG0MEMmdOm;

Support Internetgovernance by involving all stakeholders;
LogHMadMOObm  MHJYMEs30900L s J399bol  396mbBIgdMdOL
3o6IMboBs300L bgendgfymds;

Supporting international regulations and countries’ legislation
harmonization processes;

dmdbomdgdol Mi3Egdgdol s JgbodegdEmdgdols godwogMmgdols
bodgfigmdos;

Supporting customer rights and strengthening their opportunities;
06¢gMbgEobL ¥6039MLowoBo3E00l bywdgfiymds;

Supporting InternetInternet universalization;

06@9mbg@ol MLszOHObMgdol ©s Ls0dgEMMdOL, FYMIEMdOL
LB MMBdOL byedghymds;

Supporting Internet safety and reliability, conditions and thrust;
06@9mb9E30smm39mdol  ©Y3gbEHMI0DIdIMwo s LmEoswr®
3oLbolidygdMdsDBY  ©ITYsMPOMwo  FoaMIgdol Rsdmyswodgdol
dbomOF9M0;

Supporting establishment of decentralized, socialy responsible approach;
0639Mbg® Lgd@B™MOo 0bmzo3ogdol, sbswo  FHgdbmemyogdol s
LyO30L9dOL LbYMAZ0L By TgHiymds;

Supporting inovations and technologies in the Internet;

005 5339008 @S MmIbTsMdEOLMZOL sMBRG3560L MegolvygzEgdols
3606303900l ©sbgMa3s;

Implementing open access and freedom of choice principles;
0639669380 39WGHWOHMOo ©s oby30LGHNMMO IMI35xgMM3bgdOL
bowdghymds,  @m3smo  Goboss@bol  dmEermdol  BOHOoL
29630056900L by dgfiymde;
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e Supporting cultural and linguistic diversity in the Internet, increasing

development of the local content ;

g0mOHMdolb Fabogds gdysmgds 2ogMm0sbgdmemo gMgdol mMmysbobsgoob,
9360 ™30l Lod U, 0bG9Mbyd Lobmysmgdol (ISOC) Q5
06¢9MbgBHadsmmM39mdol  ZmGHdol  bodogbmb  Mg3mdgbwagogdl s
L5139009L 305gdBH03L. BYIMombodbMEo 29EolbIMdL BmMwdol ol
PobGogol 99853900l  86935¢abEO030 BsOIMNIMBOL Il S1939
gnOHMIoL  MORoboBGIL  FoboTomEo  sbsbobxgdom, Togdbodogrm®
2993306350Md00 Qo dbsdgomo
0639MbyBHadommM3gemdol  3m@dl  boxwydzws®  MEI3L  Y39Ws
5063 9MgLgdmo  Fbomol  00659dMMI@ds,  Loog  Bobodmeos 5

©50bBHIMILIOMO  XAMBo: F0ozMMdS, 39Mdm  LydEHmMo, Lsdmdswsdm
LSBMYSMYds, BodgEboghm — bogobdsbsmwgdwm s G9dbmermyogdol

dogMo Bo6rn)mdoo.

LgOHML  B3gEoswobEdo s  LOgH®ITMOmOLbem  MmMRB0BsGOOl
960mBogbergdo. RmOIol  ggzgws  dmbsflowg  Msbsds®o  mbol

356MGHB0ME>© IM05BMHYOS. GO0 06RMOT5305 yobmgzm obowmo of.

B0OWIoL  5©0dLOMEgdgo 3mdo@g@ol d936mads BosGodos 2017 {ierols
35000,  Losg  Tgo®Bs  FmOMIoL  sEISLOMEGdgo 330G IGO0,
951306dgo  MmMHRB0BsE0gd0 s JNMOOBsGHMMO. FgbggMeBy sbY39
©59(%3035 VMmboldogdol msMowo - 2017 Herol 11-12 byd@gddgeo.

3mOMIol  ob3obdmgds  LogoMmzguml  g3mbmdozols s Moo
396300056g00L LodobobBHM®, LodoMmzgwrml 3m31bo3530900L gHMzbmwo
3Mdobos s ISOC-0b 5RO MdM030 FoMmBMmTobELMds ILbyES.

B0OHwdol FHsMELF MOl LmMz0wo gs8mmdzgl 93em30L LsdFml (CoE),
ISOC-0b 93mM3mEo MmxoboL, 45900056900 gMgdol MMABOBEO0L
063 9mb9@38OHm39c0mdol BmGHwYdol Ibs0sdFgHo sbmzosaos (Internet

Governance Forum Support Association-(IGFSA), sbggg The Réseaux IP
Européens Network Coordination Centre is the Regional Internet Registry for
Europe (RIPE NCC)-ol s The Internet Corporation for Assigned Names and
Numbers (ICANN)-ob §o63mdoygbergdds, sbg3zg LLod “LogsGmggaml
3996mma0900L s 06m3z530900L bosggb@BHMa“ s Lodo®mzgerml 39Gdm
303356005 - 33L , Lol gdbg@Ts*.

2. 390l MmHS60BYIOL 1553356dm Lsgombgdo

Forums’ Key Organizational Issues

Lodo®mmzgwml  0b6@)MbyEddoMmzgermdol

LodoMmm39wml 063 gMbgEHTT>M 390 ™MdOL bogombgdoom ©s0bEIMglgdwye

agmOHmdo 5960005690

30690l s dobo §g3Mmds Mo30LvYBIE0s.

Georgian Internet Governance Forum unites all entities, interested in the

Internet governance issues and membership is free of any charges.

LogoMmzgwmlb  0b6@gMby@ddsMmzgermdol gmemwmdo  dobbs obobsgh

bgwo  Fofgmlb  LoxsBm 3B GHs30gdol 3OmEgLl, 439w
5063 )MgLgdEo FHoMol BsHMYEMBSL 5EYOWMOM030 3MIMdGIGOOL
0©96GH0BOE0MYOLS ©5  aobbogsdo,  MHEOWb3garygml  gzgas
5063 )MgLgdmo  3060Lb  MIMem 96 oLEBEOMMO  BoBmemds
gnOMIol o6 Lbgs dbgoglo mmboldogdol dodobs®gmdolsl s bgwo
39Ggml Lobgedfogm LgdEmmobl, Lbodmdswadm Lsbmyomgdol, 39Mmdm
LgdGHmOob, 93509000 §Mggdols s  3Hgdbo3mo  LEBMYSWMIdOL
Bo® o m@mdsb.

Georgian Internet governance forum aims to support process of public

consultations, identification of local problems, involvement of all stakeholders

Lsgds@mgzgemmls 06¢g®mbyEd0smm39mmmdols gmmyydol 2017 ferols sbastodo
2017 annual Report of Georgian Internet Governance Forum


http://geoigf.ge/?page_id=93
http://www.igfsa.org/articles-of-association
https://www.ripe.net/
https://www.icann.org/

, both locally or remotely. It ensures involvement of government, civil society,

private, academic and engineering communities.

06¢9MbgBHadomrmM3gmdol  gmGwyddo Imbsfioergmds bgdoymuwmdomos,
gnOMIoL mORobmbgddo 96/ Bmemwddo ofig3c069ds bmM30gw©gds
Lobgdfogm MgaobEmogool 4sMgdg s 56 FoMdmdmdl ©s0dg Godol
330b6sBLME 56 Lbgs Lobol 35EYdEgdgdL. 53 LoBMYsEMgdOL [gzMIMds

0055 ©5 J085OmM30L Lsx3Md3z9eBY, Y3gms 0bEHIMILYdIMO 3060 bEgds
dobo 93600 3035630l HoMagbolimsbsgy.

Participation in IGF is voluntary, registration is possible without providing any
public certificate and doesn’t create finaincal or any other liabilitiy . The
membership of society is open, and any interested entity could instantly

become a member.

»003MB9EFIOMZ3gMdOL  LoBMYsEMYdsT“ 53 Fgbgdoo ©sIbowo
Pobom, LomGysboBsgom bs3zombgdols Imbsfgdmogqdes®, gbmo erol
3900m, S0MB0s  LodoOmzgewml  ,,06@gMmbgE oM M3gmdOl  BmEwdol

303039BH0° . ©agb0wo 35Mm0GgBHMo J3m@gdol dobgogzom, 39Mdm
303039300 ©s0bEMgLgdMwo 3oMmgdo bsforgds dgdwgy 5 (byym)
XAMBO©:  LBodMogzMmdMm, JMIGMHE0Wo, SMsbOTMOZMHMdM, 9350078010
(51939 B9dbo3MBo MYOL 9Ju3gMEHId0, CBBMMT>30IE0 LMY sMIdOL
§o680m05000bwq00) D) LogH@odMOOLM

§o68m0s9bengdo.

™mO560Bs30gdol

By following the bylowas Internet Governance Society appointed Internet
Governance Forum Committee. The Commettee is elected for one year and is
responcible for takeing care of the organizational issues. According to the
established quotas, committee members are divided into the following groups:

government, commercial, non-governmental, academic (also experts of

technical field, representatives of information society) and representatives of

international organizations.

3) gmOMAols aoblbsby s EsHLMMZBY 1303960900l FoMdmmgdmero

Lo@yzgdo
Speakers’ Opening and Closing Remarks

000535600 Mbolidogds bo@osms 12 bgd@gddgdl, bmerm 11 bgd@gddgmo
©59000m 999009 Lo30mbadL:

The main event took place on September 12, September 11 was dedicated to

the following topics:

o  0639MbyBHBsmmM3germds s IM35¢IBOM030 BB mdol
dmqgero/ Internet Governance and Multi-Stakeholder Model — How
it’s works!;

e 30090 NMLogOmMbmMgdol GHMIbobyo sA0wMdMH030  0bEIMbE
Lobmysmgdobogol/ Cyber security training for the local
community;

e LoogdHmMm »gwgdgdol o33 0b@gMbgBdo - LodsGomggerml
3900393900/ Protection of copyright in the Intrnet space - Georgian
challenges;

o  Jmbsgdoms  go33wol  LosagbBHml s  gdmgbswo CERT-ob
GMgbobao / Data Exchange Agency and National CERT training;

o mobsdIOMAMdS s  250mfi393900 5RO MdMOZ0  d0BbYL-
99 gdobomgols/Cooperation and challenges for the local business

entities
11 L9JB9dogOL 053056 35MOWgE 690080 dmbgs
0b6@9Mb9 oM mN3gmdob 060 Logoombol 2obbogngs:

06@9Mb9gBHBoMmM39Mds s M35 dbM030 BMMIEIMdOL IMEYo ©S
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abggg ICANN-ob Tbo®HsFghom 300960  MLogm®mbmgdol  EMmgbobyo
5Q0MdM030 06FJMbgE LEBMYsEMGdOLMZOU.

September 11th started with two parallel sessions of: Internet Governance and
Multistakeholder Model and Cyber security training, by the support of the
ICANN, for the local Internet community.

36OHMmBgLeOs OHMEIOEI,
OmIgog  930m30L  LodFmb
dbsm5F9MH0m 5dBHoMMo©
05653960 MAmdL JoGormem
dboMgbosb,  as93gms  3MEWO
dmblgbgds
0b@9mbgE8dsmM39cmdOol
LsFoOOEgdmoz0 s  bbgs
96009369¢m3560 s1399G9ool
dglobgd. 356 obordMo

23990005690Mwo  gHgdol o
Lbgs LogMmsdmMolLeM MmMYSB0DsE0gdOL MMEby, sbigzg dscm Joge dowgdrye
93396s3090%bY. O0GIOGo  dggbm  bbgslbgs
0685390 3ModBH03oL o IGHIWMGOE dobobows  IMmsz3sTbGMOZ0
Bo®mmdol s 0b@gmhbg@8dsmmzgermdols s®lo, ©sbodbmegds, dolo

360HmxzgLOOO

9600369mds  06@gMbBHIGHOL Borm30L  3MIM(3gLGOOL  goxsBLOMYdSLS
239999% Md9gLYdOLEMZOL.

Prof. Michael Rotert is the CEO of the Association of the Internet Industry
(ECO) and the Honorary professor for computer science at Karlsruhe
University of Applied Sciences - Internet Governance and Multi-Stakeholder

Model — How it’s works!

Professor Rotert, with the support of the Council of Europe, actively
cooperates with the Georgian Internet community. He made extensive
comments on the legal aspects of Internet governance. He spoke about the role
of the United Nations, as well as, other international organization’s
involvement, recommendations and best practices developed by
theseorganisations. Professor Rotert also discussed the essence and purpose of
the multilateral engagement and Internet governance in-detail, as well as its

importance in improving Internet management processes.

XIBO0 dgbgMds> (iThreat Cyber Group Inc.-ols 3osMLYdJEO s

503oLOMIEgdIo ©oMYIBHMGO,
ICANN SSAC-ob $a3®0)

0b@9Mbg®
LobBMASMYGdOLIMZOL

QR0 MdMOZ0

3009609L5ROMbMYdOL
&M9obobyo Bss@ods. 1L303gMo
©yHomes  dggbm  DNS
LgMH396Mm9dBY 05305bdols
L530MbIRAL. XIBOO BgLYMTs
309D9bBo300 30896 Lodystrcls
DOols s 9bg30m5M9gd0L
Dmas00
89003°©

dodmbogom

29630056 900L fomdmgdboero

©sofiym,  sbgzg o0
©0M3gd9dHY LoOHOM, (IGO0 E 30096 250tdogdsly deol bganb.

05¢™bds  ¥gLg™Mds 2007 ool 890y ©™IghmMo  Lobgwrgdol s
06@gMbgBolb  Iboo  dmobmgbs  dodmoboo. obggg  obLbs
MOH0YONETIMI0IOMEgds  ©MIgbHo  Lobgargdol, bgs ©mbob,
9em3bmwo s 939 ©mIghgdol LobiEgdgdl TmMol s 0vMmOLEOIE0o,
HmImol 439853 obobo  gd3g3096 30096 30080bserols  Fgdmbgggzsdo.
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30M9H9bBo300L  @OML  Fsb  gobobos  Fgdombggzs OGmEs  ©mIgbgdo
9900905 53530060930 0oymb 9O IP dobsdsmrmmsb s MMIgwody
9600 J3994obsLmsb, 8sgMo8 dmbgl dolo gosdolodsMmmgds FbMmaEroml
dgmeg  3obgdo,  Iglsdsdolo  Iglsdargdgeos 0vMobogiool
36mdrgdol  dgddbs. doBH™mbBIs  BgLYMTs  sblbs  30dgm  gsdmdogdol
094o60Bagool  Gglodegdemdgdo s IdMIMEgddo  ™IghyMo
Lobggdol  0bg®mslEBMmIEGHMMsdo. 3ol  3g0glo@  SLoblbgwosw  3sb
599603580 hsgbowo 30096 ©sbsdameol Jugeols dsaswomo 8moygsbs,
O0dol  @OHmbsg  ghmo  IP dobsds@moo  Msdmgbody  sLgwyero
LoMYOBOWOFS30M  3gbGHGOL  LYoGHO  0g4m  IMIROLEHMOMIPDOMWO
dmboggdms  gobbgolgdoo Lead Generation Fraud-b gfgmebgb. dobogg
2396@bsgdom ol OHmI 300960  ©obsToregdol  LogMag  @edbgMEos
6500gb0dg  J399obsl  TmOOL,  IBOIMEgdsl  Jdbol  458mdogdsL.
096353  gs8mdogds  bmaxgH dmombmgl ©sdbsdagol mzswom

d93bgomm Lo@vsEosl.

Jeffrey Bedser (Founder and CEO at iThreat Cyber Group Inc. ICANN SSAC
member) discussed the skill and growth of the Internet and cyber world in
general, and challenges it brings out for cyber security and investigation. Mr.
Bedser went through the timeline of exponential Internet development since
2007 and its relation to domain names. He also explained the role and relations
of Domain Name System (DSN), Top Domain System, National Domain
System, as well as Sub Domain Systems and the jurisdiction that particular web
page falls under in case of cyber crime. The presentation also explained
domains, which are tied to a particular IP address or e-mail, that could be
changed within minutes and change the jurisdiction. He explained the benefits
and shortcomings of the cyber investigation tools such as domain
infrastructure. Mr. Bedser has also introduced the case study of investigating

rehabilitation facility fraud in the United States, where one IP address

possessed hundreds of domain names conducting a Lead Generation Fraud.
The spread nature of the cyber crime undermines the jurisdiction and requires
the understanding the mindset of people who commit cyber crime or cyber
fraud.

d91396900L 909 PoBoM©s MO 35O bgbos. 30MH3gwo dggbm

L593BHMOM MREG0JOOL MBEPs0b oEZL s
50 Lsgoombols 9ma35Mm9d0m30L

Jotronmem
396Mmb3MmMgdBl, MMdgwoi  FoMdmowaobs

(LagsGomzgeErmls

3900053590 sbogn

0053¢0 3oLMsdgd

06 gwod@reemco Lo3moMgdols
9636mmo 396BMOL-Lsg3s3gbGoU,
Lslisgmberm  Bodbgdols,  a9maGsx0vymo
5060336980l ©s oBs0bol g3sMEsTgbEOL
MBOHMLO).

After the break, two parallel sessions were
held. First session was presented by Irakli
Kasradze (Head, Department of Trademarks,
Geographical Indications and Design) and discussed Copyright Protection
Online - Georgian new draft law on CR online protection and liabilities of
intermediaries The National Intellectual Property Centre “Sakpatenti”.

LodoMmmM39wml  06FggdGH oo bo3MmMmgdol ghmgbmwmo 3gbGmoL
DomdmBoyqbyerds 3modbos  3M9bgbGHogos Lagdo@omzgemls

396mb3gdmdsdo  ©gadoo  (33¢P0Egdgdol  dqLobgd,  GMIgEos
dggbgds 9.5 09985350 s 0b@gMbgd  LyMZoL  3MMZ50IMOOL
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3oLbolIRJIWMIGOL,  35¢YOMEGOJOL  LoogBmOm™m s  dmdoxbogg
M3 gdg80L o330l 3mbom 0bFHIBMYE LogMgdo.

The representative of The National Intellectual Property Center prepared a
presentation about the planed changes in the Georgian legislation that will
deal with the responsibilities and obligations of so-called intermediaries and

Internet service providers, defending copyright and related issues in the

Internet.

50539 LgLOsBY FoMImygbogro

H 04m  M36o0bol  250MmEOWwgds.
Meosbs ggedBmzo (m30s0bols
GIwY @ HoEomBsrfiggdgwres
0603670 Lsd3ml §g3600)

Ukrainian experience was also

presented in the same session,
where  Uliana  Felshchuk (a

member of the National Council of

Television and Radio Broadcasting

of Ukraine) discussed Ukrainian way of Copyright Protection Online.

MeEoosbs  gqgedhmzo  Gggbm 36500l 200mEEogdsl s  0d
M9AMS3090L, OMIMGO0E ©s0bgMAS 306500 0bGHYMbgE 3:mbGHIBGHOL

39335L9d0L  3Mobom. Joedo@mbds 139edh30s IGIMo© Fodmobogrs
ol bggds, HMIgeoE ImoEegl bosgEHMMm MBEgdgdOL o330l dgdmbggzsdo

933039006 BH300000L, B30I IdIOOL  BM3M3gd0L,  Fmmbmzgbol
©OBEGHNMIOOL  35¢EIdIgdOL s 35LvbolidygdEmdol dobsforgdols

Lo3ombadl. dmrml  dmfggmeds LEGIsmBs M3sbbs  99EOGMMmOOL
300bggob.

Ulyana Felshchuk examined Ukraine’s experience in the given matter. She
discussed the regulations, adopted by Ukraine, for the Internet content
evaluation. Ms. Felshchuk reviewed details of the issue such as obtaining the
burden of proof, evidence, submission of the claim and the distribution of the
Responsibility. Later on, invited guest replied to the questions from the

audience.

3565¢mgemme 9190080 sgdoMmzgemmls 0lGoEool bsdoboliGGmls dmbaigdos

3533¢0L booagbBd Poo@sms GMmgboby 09ds%y: 3o0mfizg39d0 s gHmzgbweo
CERT 0y5653803mmds 50030md®og doBbgl gd@m®msb.

The second parallel session was lead by the representatives of the Data

Exchange Agency. The main topic of the training was the Cooperation with
national CERT and challenges of the
local business entities.

Jods@™bIs Boogos
3M©E9MH308300ms (Bmbsggdons
25330l LsgbB™, 0MMHOEOoME
356 Bo996@0l 0l
P017  #GeolGF2017 ©JS¥OG3090G0 IBHMLo)
309BgbG30s Q50fYm
Logdommggerml 8096
E\? 30090LsROHMbMIdOL,
396LmbsermMo 9dmbs399900L

(335U s 30050  (3bMm3zMHgdOL bgEdgmbgdEMdsl IOl doesbliol
53945900l gHgdbBg LogdMom. J-bo ymEgMdodzowol Lo@yzgdom mvy30
d309965  3039OMLOBOMLMYdSBY  0bg3g  3MBEIBEGHMOM©Yds,  MmyMO3

Lsgds@mgzgemmls 06¢g®mbyEd0smm39mmmdols gmmyydol 2017 ferols sbastodo
2017 annual Report of Georgian Internet Governance Forum



Lobgdfogm  MLoggOmbmgdobyg, 85806 03509905  dowsblo.  sdgsb
2409m00bstg, 9603369035605 LoBMYsMIdMOZ 30dIHMLIBOHMbMYdSBY
949650 gd0L  godobgzowgds. J-0s Bodod sbg3zg oLoBdGS  mbogdoms
2393630l LosggbGH™mTo sOLGdIME XyMRDY, MMIGEoE LsHMYsEMYOSL
396OLbmbse®mo  dmbszgdgool  sEgsdo  gbdsMmgds. dol  dmbligbogdsdo
00003560 0gbobo  IMosbMYds ol, MHMI  JodgOWLIROMbMIds
396LMbs Mo 0bxgMMTs300L HE33d JMTBIMOL A5630MMFIL MYmdL

bab.

First speaker, Natalia Goderdzishvili (Data Exchange Agency, Head of Legal
Division, LEPL. Data Exchange Agency Ministry of Justice of Georgia) started
her presentation by discussing the balance between cybersecurity, private data
protection and the right of private life. According to her, if the state
concentrates on cybersecurity in a same manner as it concentrates on national
security, we might lose the balance. Therefore, it is important to draw our
attention to cybersecurity. Data Exchange Agency has a team dedicated to
personal data protection. One of the main points of the presentation was

relations between personal data and

cybersecurity, which according to her,

do not contradict each other.
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Davit Kvatadze (Manager of CERT.GOV.GE, LEPL DATA EXCHANGE
AGENCY) analyzed the 2008 cyber war. He interoduced Data Exchange
Agency penetration test (PENTEST) service, which determines the penetration
level during attack. Mr. Kvatadze also mentioned DDOS, and other dangers,
and the ways we could avoid or counter those attacks. Data Exchange Agency
has list of free and commercial services, governments and corporations can use.
The example of such service is blacklist which is accessible in different

formats.
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Davait Bulavrishvili (InfoSec Manager, services InfoSec can provide public and

private sector) started his presentation by reviewing modern day information I

and appropriate ways of protecting it alos and its role in development of D @ gl';lgg;$t B!.,P.EU
modern society. According to Mr. Bulavrishvili, safety is rather a prosses than -

the state, thus it could be only achieved through taking appropriate measures @ DIGITAL.REPORT

throughout the entire process by implementing various monitoring
mechanisms. Those actions will not only protect us from attack, but also will GeolGFIOTT  Desrliin lnternet 8¢

play a considerable part in its prevention.
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Signing ceremony of Memorandum of Understanding between LEPL. Data
Exchange Agency and Small & Medium Telecom operators Association of

Georgia.

Lsgds@mgzgemmls 06¢g®mbyEd0smm39mmmdols gmmyydol 2017 ferols sbastodo
2017 annual Report of Georgian Internet Governance Forum



otoret . RIPE NeC

s ésocich’
7 :
QIO00
SR 66580 004D ‘
Gransa

@ #GeoIGF201 7 Thilisi

a0RGUN NTEVNET G0 VERNANCE
FORM

12 15993930960 - 80153500 mbolidogds

B0OHIol 2oblbs - obsbowrdgdgwo bodyzgdo
9mdblgbgdangdo/Speakers:

30mM0  Bg®dgBodgomds (LsdoGmggmml  g3mbmbozols s Moo
39630056700l s90boliBHm, FobolBMol BmsEaowg) BMGOMTo Asblbs s
05@®ds 49@Ibo@s Fbo®TFIH MEORB0BIE0gRL, 585Lmsb s©0bodbs,
603 GeolGF

bogo®oggermdo,  gmggw  faeob
©™bolidogds 0bEHgMbg@ 90sOmMZgermdol Lgghmdo Mgaombyeo JoldEHedol

©mbolidogds, ®mdgwoi 2015 {erosh  @oMgds
24963000060900L  sboew  LogggbyOBy,
9go»-9gohmo  360d3bgermgsbo  dmgwgbss,  @m®ydo Dom0mg9bL
060036900356 36535008603 SoBBMEIL  ferol  496dsz3ermdsdo,

11

06@9MbgE 090500390 MmdoL 256300000580l J0BsMmNgdom Low3gomglbm
LogO@MoTMOOLM  2o0MEEOWGIOL  ALHOIMYOWS®,  TB0d3bgEmgs60
L5300bgdoLs s 3MMgdBHgdoL goblsbowggws. dmgwl dbmawomdo, oy
Lodo®mggermdo, 0bGHambg@ol dmbdo®mgds ©s 0bGHyMbgBol  asgzwgbs

4m390EOEOYH  3bBMZOGPRsHY © 930bMI035Dy LWOMoEEY 0BMEID.,
LodoMmggeml

103G MZITML NEOIGEIO-885HNZILMNL

00053600 gM - g BOETB0
9oO» : @’% .. #GeolGF2017 Thbilisi
36M0mM0GIBLG
WfmGe
Lo0bBMEOo30Mm
5
15303mbo3gs30M
bgOML
90050
239630005690

A

GEORGIAN INTERNET GOVERNANCE
FORUM

Dommoca9bL.

George Cherkezishvili (Ministry of Economy and Sustainable Development of
Georgia, Deputy minister) gave a welcoming speech, and thanked organizations

which supported the event.
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Rail Echeberria (ISOC, Vice
President, Global Engagement)
started  his  presentation by
mentioning the Tusheti project
which was launched few days prior
the forum. Tusheti is the
mountainous region of Georgia,
which was introduced in later
sessions. He Mentioned it is urgent

to connect the rest of population,

who does not have an access to the
Internet since it is a part of every human’s daily activity. Nowadays, not being
connected, means not being involved in these activities, beveryone should
have an ability to access the Internet and get services such as education, access
the information and etc. By discussing connectivity, we do not only imply the
connection with other people, but also improvement of the education system,
healthcare services and everything related to the Internet. Mr. Echeberria has
pointed out the importance of multistakeholder discussion model and the
meetings at the local level.
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Mrs. Sandra Hoferichter (EuroDIG, Secretary
General ) has noticed that the 11th EuroDIG
will be held in Thbilisi, Georgia in 2018. She
mentioned that, last years’ discussion-topics
were mainly concerned with human rights and
cyber security issues, which are not new
dimensions, but could be discussed in different
aspects. She talked about the need for dialogue
and better understanding. With the digital

economy development there is a need to

discuss artificial intelligence, and other
aspects of IT. According to Mrs. Hoferichter,
today people should think how to interpret human rights in a digitized world,

what how does the off-line apply within the online space.
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Axel Pawlic (RIPE NCC Managing Director) gave a welcome speech where he
reviewed the progress of development of IG for last year. He mentioned that
Internet Governance in Georgia took off very well and gives a great deal of

promises in the future.
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Aleksandra Kulikova (ICANN, Global Stakeholder Engagement Manager for
Eastern Europe and Central Asia) gave an introductory speech, in which she
discussed Georgia's impressive path which, nowadays occupies 8th place
according to Global Cyber Security index and is a leader amongst the countries

of the region.
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Mr. Merab Katamadze (Commissioner,
National

Commission) underlined the amendments to the Constitution of Georgia to be

Georgian Communications

approved in near future. According to these amendments each person in
Georgia will have the right to access the internet. Mr. Katamadze also stressed
that the right to access the Internet is one of the fundamental human rights in

21st century.

Lsgds@mgzgemmls 06¢g®mbyEd0smm39mmmdols gmmyydol 2017 ferols sbastodo
2017 annual Report of Georgian Internet Governance Forum



306063©IODM0L @ 36obBosd 9eLga
©3060363LIZIT (936mls3d3m
3bd®3TBOLINI0L
00T M30L bIWFIEIMI0L Lsgdsorgganem (TBC),
©3b8363IB00) ! Bsmsm ®50l0)
dobsboendgdge

bo@yzsdo 23o0bligbo
2015 §geob 253sHmweEo
3060390 BMO»MIO ©
dMEM Ms0m9body
ool g0bdogermdsdo
dndbo6

035 doboEgd

36HMaMqLL 23999L3o
bsbo.

In his introductory speech Cristian Urse (CoE Georgia (TBC), Head of Office)
recalled the first forum, which was held in 2015 and discussed progress of

recent years.
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Mr. Shengetai Masango (United Nations Secretariat for the Internet Governance
Forum (online), IGF Program and Technology Manager) started his
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presentation by expressing
gratitude. He spoke about
the IGF's 12-year history
and the goals of its
formation. Masango
positively appreciates the
fact that GeolIGF is related
to the most pressing and
sharp issues in the modern
Internet: future Internet,
data security, ,fake news®

and more.
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(Frédéric Donck - Internet Society (ISOC), Regional Bureau Director for
Europe) noticed that it is difficult to make predictions, especially the future, 5
years ago no one would have predict that we might spend almost all day
ending up on facebook. Mr. Donck noticed about the survey which was held
by ISOC interviewing more than 3000 members and experts across the globe
and defined the 3 “Impact areas”™ Media and Society, the Digital Divides and
Personal Freedom and Rights also there was defined six “Drivers’- key forces
that will have a profound impact on the future of the Internet in the years to
come: The Internet Economy, The Role of Government, the Internet and The
Physical World, Artificial Intelligence, Cyber Threats and Networks,

Standards and Interoperability. In all cases, the implications of one Driver are

Internet [
Society = ©< oL L
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inextricably tied to another. There was presented the technical definition of
the Internet which describes that Internet from the users’ expectations is to all
that people will use to exchange the packets of data and the respect for the
destination to source for the content, the next technical definition sounds that
Internet DNA is open, it is shared and nobody owns Internet, and it based on
collaborative and transparence process, this is what we need to keep in mind
when we talk what is the Internet. Defining the future of the Internet he said
that in the future the user will be decentralized, second prediction is openness
and the third is permissionless innovation. As a conclusion of the presentation
Mr. Donck sum up that human values must drive technical development,
security divide will materialize, AI and IoT will fundamentally change what it
means to be online, users need to remain in control of their data and finally

governments are ill equipped to respond to future challenges.
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First Session: Connect next Billion - Broadband Access challenges in

Georgia
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Moderator: Maarit
Palovirta (ISOC Senior
Manager, Regional Affairs

Europe) mentioned that

“Connecting  to  the
n=Next Billion” is key issue which was is being discussed during the last and
present forum. Itwas noticed that according to ITU. which publishes numbers
about Internet connectivity of every country every year, Internet penetration
in Georgia in 2016 is 15%. which means that 15% of the citizens are connected
to the Internet, there is the same situation in Armenia - 16%, in Azerbaijan is
17,8%. Nowadays Georgian government is putting services online and e-
commerce, e-services becoming basic things. Mrs Palovita also underlined the
pilot project to connect remote region which had been launched few days
before the forum and was funded by ISOC . This project has partnership with

five local organizations: ISOC Georgian Chapter, Small and Medium Telecom
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Operators Association, FreeNet, The Internet Development Initiative and

Tusheti Development Fund.
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Ms. Eka Kubusidze (Ministry of Economy and Sustainable Development of
Georgia, head of

Communications, Information and Modern Technologies Department

) underline the increase number of people who are interested in issues
connected to the Internet governance and the important fact that the 11th
EuroDIG will held in Thbilisi, Georgia in 2018. She also noted the future bill
about the rights of mediators in e-commerce. Ms. Eka also mentioned Thbilisi
Internet Access Center for visually impaired and blind individuls which was
opened in 2016 through support from Korean Government. She highlighted
the role of Exchange Data Agency in implementing right policy thanks to
which Georgia ranks 8th in Global cybersecurity index.

9356 Lmams 399635 (00Bgmols g3630mMgdoL BMbOo, 3mdodg@ol Foag®o)
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15JA0sBMBdsBY.  sbidobs, ®md 2016 Horob  ULgdEgddgMdo  gmbeds
39653bo@o0bGHIMBYGHDsE300L  3HMgdGol sfygdol dglobgds s bgwmo
9msPgMs  bsdIOMIMmdol  9g0mMmbmAls  d3oMmg s Lsdeem
L5393 3Mb03530M Mm39M0GHMMIO0L sbm30530LMD. doGMbIs 93560y
s0bodbs,  GMI  dmzgdmwo  3OMgdEHob
5QR0WMdMO30  FbobErgmds  49@sdbos s 0bgOILEHMNMIGMMOL
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Levan Sulakauri (Tusheti Development Fund, board member) talked about
Internetization process activities which were carried out by Tusheti

Development Fund. Mentioned that in September 2016 Fund launched
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Internetization
project and
signed
Memorandum
of Cooperation
with Small and
Medium
Telecom
Operators

Association of

Georgia. He
noted that
local citizens were trained for implementation process of the project and now
the installation of infrastructure is carried out with their help. Highlighted the
importance of high-speed Internet in the education sphere and especially for

high mountain regions.

0530 3mIedsBs830ends 296300056900l
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Rati Kochlamazashvili (Tusheti Development Fund, CEO) made a presentation

about the unique sightseeings of Tusheti region, noted that mobile network
covered only 1/3 before the project and now after the pilot project 2/3 of

citizens have the access to the Internet. He underlined the challenges which

faced during the project implementation process, one of them was the

L RGIAN

difficulty of installation of antennas due to the absence of road, also noted that
Fund are going to set up the reserve fund in case to avoid delays in the winter

due to bad weather.

06¢3gMb9@-0350G039mdols Bmndols gsMyegddo, 2017 faool 12
bgddgddg®l, RIPE NCC-ls 5 UbogsMoggemmml  3mdmbogszogdols
900360 3m30Losl  FmOOL  @oRMmMIES  MMHINOYMHMYSRJOO
390m6bemdo,  Gmdgmog  odsBormmos  06533GMIMdOl
3506353900396 5 9MHOMdE030 WMBolIdogdYdOL MMYSBOBIBdOLIY6.
On 17 September, 2017, within the framework of the IGF the
Memorandum of Understanding on further development of cooperation
was signed between the RIPE NCC and the Georgian National

Communications Commission (GNCC).
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Second Session: European New Regulations on Personal Data Protection
(GDPR) and Georgia
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9035600 gd0m.

Moderator: Ms. Ceren Unal (Internet Society as the Manager, Chapter
Development- Europe ) reviewed new challenges, related to the
implementation of new directives, in terms of personal data protection and

underlined several successful practices.
dmdblgbgdangdo/Speakers:

360 beabsdgd (3gMlimboemey® Bmbsgdos oggol 0bldgdBHM®OlL 335GMeGEol
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MBHONOGHNMIJOOL

03olbdgds  0bxgm®mds3os,
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93630l bsdFml 108-9 3mb396300L 9300 s 39OLMbsME Bmbsigdms
©5330  LogdoOmggwmdo  Mgammomgds 2011 fowmb  396HLbmbocrdo
0mb5399900L @o(330L Fglobgd  Bogdmero 35bmbom, MHMIgwoE dsewsdo
2012 fieroob dg30s. 3ob dggg oLOBdGS  g3eMm3sdo  3gOLMbsME
©5339bMb 539300090 BgHowo  Losbengqdol  Fglobgd.
3099630080 500b0dbs dMbs3gdms o330l Tglsbgd  g3M™3ezdoMol
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00035¢0b{jobgdL 8mbs3gdms o330l 30093 MBOM T bEObsMEHIBUL.
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96003690 mdsBg, HMIol d99os3 dgladerms 0bxmMToxzool dogmbzol
6oL3gd0L 99300 ds.

In the beginning of the presentation, Ms. Ani Nozadze (Office of the Personal
Data Protection Inspector (OPDPI)

Protecting Internet Freedom Head of International Relations

through Legislation and .
Department) defined the meaning of

Arrangements for
Multi-Stakeholder Dialogue

personal data, information connected
with an identified or identifiable
person. She underlined the importance
of data protection. She mentioned that
Georgia is a member of the Council of
Europe Convention for the Protection

of Individuals with regard to

Automatic Processing of Personal Data
and personal data protection in Georgia
is regulated by the Law on Personal Data Protection adopted in 2011 which
entered into force in 2012. Ani Nozadze spoke about the novelties in personal
data protection implemented in Europe. She also noted the importance of the
EU’s new data protection regulation (GDPR), which defines the framework for
the personal data protection in the EU and introduces higher standards of
personal data protection. She also mentioned that the regulation works not
only in the EU, but also in the countries outside the EU. She also discussed the

importance of data security, which decreases the risks of data breaches.

693965 GrmloBo (93MmlsdFmls gidgmGo dmboggdms ©sE3ols s 30680
bog®Eol  MBEGRIOOL  bLRIHMT0)  LEMBEOMBL dmboigdoms  ©oE30L
06003690mdsBg, o 953056908 93  306MsEo  0bBMEOTs300l

30653009630 MMmMBOL  YBEgds. Tob  oblgbs 1991 fgawl dmbsggdoms
©5330L dgbobgd dgddboero 306390 ™3I b@o. 00 MmOl d9dwgy
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dmboggdms o330l 360036y mds b WBOM s MROM 0BOHEIOMS.
693965 HMLOBRS SLgg OLIMBMS 0bFHYMbgEHTo TMIFagg doBBILIGHgdOL
LoFoMmgdobg  39OLbmbscrmEo  dmbs3gdgdol  ©o3gsdo. o6  dmobligbos

396mb3gdmdsdo 963390 boMzgHgdo, HrMIGEms MYMEgdILYNGBS3
00005350000 356339990 301009 goL godmofizgal.

Nevena Ruzic (Council of Europe expert on data protection and right to privacy)
also discusses the

importance of the

NTERNET ¢o .:Q‘T‘b_”'s' \
FORUM ey t

data protection, since
people have the right SEORGIAN'y
to keep their
personal information
confidential. She
mentioned the first
document, protecting #GeolGF?
personal data created
in 1991, and how the

importance of the

information protection increased over the years. Nevena Ruzic has also
mentioned the significance of businesses working within the field. Speaker
underlined some of the errors within the legislation, and the problems it might

cause in the future.

6o 3mgMdodzomds (Bcmboggdms goagmol bssggb@m, 0mMmoovmo
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@5 390bMbsEMOHO 068MMHT300l 33 JOHTbgML 56 gHobsswdgygds.

Natalia Goderdzishvili (Data Exchange Agency, Head of Legal Department)
started her presentation by discussing the balance between cybersecurity,
private data protection and the right
of private life. According to her, if the
state concentrates on cybersecurity in
a same manner as it concentrates on
national security, we might lose the
balance. Therefore, it is important to
draw our attention to cybersecurity.
Data Exchange Agency has a team
dedicated to personal data protection.
One of the main points of the

presentation was to underline

relations between personal data and

cybersecurity, which according to her, do not contradict each other.

3000020  39Ms05  (06g3mMTs3o0l 0sg30lMBEdOL 23Bg00sMYdOL
oblBodMmAEo (IDFI), 356mbol  mbgbsglmdols  90dsmmvyegdols  »i®mlo)
05308 dmbligbogdsl  ofjygdl  30Mmso  3bmzmIPdoLs s gTmbo@3zol
0530653 gd0L  EodESBLYBOL 3608369 Mm3b9dsBg  LodMoom.  dob
3o0bLgbs  gM-gBm0  drarm  Bogoomo  B3MMMO  3MJEH030b,

O™Igog gHhgdmEs LoLLdsOMEIM 35®oFY39GH0WGIOL  A58FZ0MZoMDSL.
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Giorgi Beraia (Institute for Development of Freedom of Information, head Rule
of Law governance) starts his presentation with discussing the extreme
importance of balancing self expression and private life . He recalled one of the
incident from his practice, concerning the transparency of the judicial system.
According to the presentation, when there is a case of high public interest,
personal data protection should have less significance. Mr. Beraia discussed the
study about the online content, which showed that regulatory act does not
respond local and international standards, established by the human rights

legislation.
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®xo3Mob

Ana Kapanadze(Ltd ‘Privacy Logic Group’, Director) discussed changes and
ammendments by the EU’s GDPR, such as concent, right to be forgotten,
data breach notifications, privacy by design, data protecton officer and

penalties.

063gMbgG 0L MLfmMo 3s8mygbgds - ,Fake News“-ol o
3635356000l 959mf393900 LsgdoMmzggermado

The Use and Abuse of Internet - Fake News and Propaganda Challenges

for Georgia
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Moderator: Thomas
Schneider

(Ambassador &
Chairman ICANN's Governmental Advisory Committee, Swiss Federal Office of

Communication) talks about rapid dynamics of the fake news spreading and
the negative consequences they cause. Mr. Schneider draws attention to the

regulations on the aspect that today’s Georgia needs.
0mdblgbgdergdo/Speakers:
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Nodar Tangiashvili ( Public Policy and Accountability Advisor at East-West
Management Institute) began his speech by discussing large number of Internet
users in Georgia, which is obviously accelerating the spread of "fake news" and
promotes its’ distribution of large masses. One of the most commonly used
tools is social media, more specifically Facebook. This platform often contains
false information that is supplied to customers in a permanent manner.
According to the Mr. Tangiashvili, there is a demand to introduce certain
regulations in Georgia that will correctly protect the population from these

"fake news".
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d9Bom3zsl,  OGmdgwoz  M393006Mgds  06GHIOByGHOL  d9dzgmdom
36M3595600LGHMWO s SMBLHMOO FmMbo3gdgd0l Fo3MEIWdL. sbgzg 956
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LodoMmmM39w ML Bgdmblighgdwe bo30mMbmMSb 3538060 gd00.

Uliana Felshchuk (Member of the National Council of Television and Radio
Broadcasting of Ukraine) reviewed the regulations that were set in Ukraine in
the backdrop of this period, namely the talk of limiting access to the content
related to the propaganda and disinformation spreading via Internet. In case of
her country she has also talked about responsible entity for blocking or
removing the content. At the end of her speech she gave some advices to

Georgia.
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Alexander Isavnin (Independent Internet Researcher, Russia) has started his
presentation with a review of Roskomnadzor’s functions, which includes
distribution of resources in the field of communication and telephone
numbering. He reviewed the disadvantages of the license issuance system by
the Roskomnadzor, in particular that it is sufficient for the media to recognize
itself as media, and for radio broadcasting is enough to present information on
its own broadcasting. Against this backdrop it was necessary to protect the
rights of young people on the Internet and media space. Russia has adopted
various laws that prohibit gay propaganda, drugs and suicide in children, but
Alexander admits that Duma made a mistake because the technical side of
their implementation didn’t take into account the adoption of laws. He also
spoke about special registers where bloggers and online cinematographers are
reported. If you are an intermediary and you do not identify a particular
person, you are responsible for any kind of information entered in the registry.
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3363500,

Marina Vashakmadze (Ethical Online Media VS “yellow media”, Thilisi Bureau
chief at Radio Free Europe/Radio Liberty) talked about the dynamics of fake
news spreading, namely ,the possibility of their simpler circulation by the
Internet space. She, as well as other speakers, recognize the need for the strict
regulations in this issue, but it is more concerned about the issue of journalistic
ethics. She also reviewed 5W & H standard, censorship and self-censorship
issues. Ms. Marina drew attention to the fact that social media should be
prohibited to use such a vocabulary that is prohibited on websites and printed

media.
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Domain Names market management - Opportunities for Georgia
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Mediator: Mr. David Birman (Bank of
Georgia, Chief Digital Officer) discussed

the pricing policy in the Internet, also

highlighted the rules of domain names
using. Finally he talked about monopoly

on Georgia’s Internet market and the ways to deal with it.
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Sophie Kiziria (COO, LLC Caucasus Online, Chief Commercial Officer)
discussed the plans of Caucasus Online, which are based on the system's
fundamental changes and modern standards. According to her, change and
liberalization of the system was necessary, since Georgia has never had any
experience in Caucasus online it was necessary to announce an international

tender to buy software. Today they have already chosen software vendor
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(Global R) and Mrs. Kiziria said they are willing to sign the contract in two
weeks after the presentation, so Caucasus Online will move to a new system.
The software provides Administrator and the registrar with to different
interfaces. Ms. Sophie also pointed out the Caucasus Onlines goals to create a
competitive market, so it is planned to hold business meetings with registrars
and share their opinions on this issue. She also talked about pricing policy and
noted that its determination will be based on ranges and, therefore, the
administrator will offer all registrars equal terms. The focus was also on the
fact that the new regulations will move Caucasus Online from offline to online
mode, which will further simplify the relationship between them and the

registrars.
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David Kapanadze ( Partner, legal Firm LPA ) talked about the rules which need
to be taken into account while using a domain name and the problems raised
in the right of registration. Rules discussed in 2016 article the domain name of
the issuer (registratorius, administrator) obligations, which examine the
domain of the following criteria: the domain name must neither be misleading,
nor serve the other site overlays, the content should be consistent with the
name and inappropriate products under the name of domain should be

controlled.
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Mr. Dusan Stojicevic (The Serbian National Register of Internet Domain Names
(RNIDS) Manager of the Board) started the presentation by reversing
Romanian experience, where buying and transferring domain names was
possible as a property. According to him, monopoly is one of the major
problems for Georgia, more specifically the fact that one private company
adopts the role the registry and registrant. Mr.Stojicevic assumes that the given
functions should be divided between two departments, which should be
controlled by Caucasus Online, in order to promote free business environment.
He has also addressed domain name users, experts fore more involvement in
the process of changing. Mr. Stojicevic noted that while establishing prices, we
should consider not only prices, but also accessibility. High level of
government involvement in the ccTLD processes is also not recommended,
since they do not have enough expertise in this field. He notes that users,
registrants are considered to be mediators of the Caucasus Online, therefore
they should give particular notes, in order to improve and develop system.

order to improve and develop system.
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©30M3mmgd9d0 Competition and Regulations of Telecommunication
Market of Georgia — Bottlenecks against development of Internet
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Prof. Michael Rotert (ECO) briefly touched on the regulations and
recommendations applicable to the members of The European Union. He also
talked about the obligations imposed on the intermediary operators. At the end

Prof. Rotert reviewed the best and least successful implementation models.
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Giorgi Gotoshia ( Chairman, Georgian IXP) started his presentation
by reviewing Georgia's local and global Internet. According to him,
local operators annually buy 240 Gbpsb bandwidth from international
operators, which is just enough for population's browsing and is
actually very small. Therefore, there is a problem that has two probable
answers. The firstly, region is not interesting for the foreign operators,
secondly there is a monopoly on the domestic market. Mr. Giorgi
Gotoshia has offered to create bigger operators in Georgia to solve this
problem, bigger company would acquire hundreds of Gigabytes, thus

significantly increase operators’ revenue ..

Giorgi Gotoshia ( Chairman, Georgian IXP) started his presentation by
reviewing Georgia's local and global Internet. According to him, local
operators annually buy 240 GB/sec resource from international operators,
which is just enough for population's browsing and is actually very small.
Therefore, there is a problem that has two probable answers. The firstly,
region is not interesting for the foreign operators, secondly there is a
monopoly on the domestic market. Mr. Giorgi Gotoshia has offered to create
bigger operators in Georgia to solve this problem, bigger company would

acquire hundreds of Gigabytes, thus significantly increase operators’ revenue.
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Vahan Hovsepyan (RIPE NCC, External Relations Office, Caucasus and Central
Asia) speaks about the Georgian Government's interest in the private
companies to open exchange. According to him, we shouldn’t pay so much
attention to the price, because at this stage it is talking about "human" Internet,
but in the nearest future "Internet of Things" (IoT) will be placed to the
foreground. The main objective of Georgia is to deal with the circulation of
large amounts of data in the Internet. To do this, Mr. Vahan said that it is
necessary to increase ratings and get five stars instead of four-star evaluation.
Finally, he noted that neighboring Armenia will help us to achieve the goal,

which is important not only for Georgia but for the whole Caucasus region.
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David Gogichaishvili (Head of Telecom Markets Regulation Department at
GNCC) discussed the competitive state on the Georgian market, saying that the
wifi operators are not the competitors for the network operators, they are
more of a gap filler. The share of these operators has increased by 18%

compared to the previous year and this number keeps increasing. He also spoke
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about certain statistical data on the Internet and noted that the population in

the regions has a high-speed Internet, which is related with price affordability.

Despite the high retail price there is no newcomers on the Internet market,
according to data on 2016. It is a fact that there are other obstacles in the
Georgian market and the high price is not enough to increase the competition.
Mr. David also talked about the changes of the relatil prices set by Georgian
Internet providers after 2014.
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Dimitri Khundadze (Member of the Parliament of Georgia) spoke on a behalf of
the Committee on Health and Social Issues of the Parliament of Georgia, the

main issue in the presentation was minors' Internet user protection. It refers to
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the modern Internet threats faced by children. Specifically, the presence of
videos featuring violence, content of pornographic scenes, gambling games,
content containing a inappropriate vocabulary. As a result of studies, children
of 8-16 years often become users of prohibited websites. According to Dimitri,
the above mentioned is a very bad influence on the young and still physical
and moral conditions. That is why it is necessary to introduce new regulations
that protect them from such negative impacts. He speaks about the draft law
on the development process, which is planned to be submitted by the
parliament in autumn 2017. This bill will take a set of rules that ensure the
safety of children within the Internet space into account. He also pointed out a
European example where the providers are bound to commit certain filters
and spoke about Germany, where in case of deliberate dissemination of
prohibited content, a person is subject to criminal liability. Mr. Dimitri speaks
about providers future plans to set certain filters that will have access to only
adults and they will decide what kind of content they want to show for their
children.
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(Public Defender of Consumers Interests, Georgian National Communications
Commission) presented the regulations concerning juveniles acting in Georgia
today, according to her adolescent need to improve and adjust to modern
standards. In the course of these amendments, the Georgian National
Communications Commission and the EU Twinning Project will take part
together with the Public Defender's Office of Customers' Interests. Tamar
Tepnadze added that the latest regulations were adopted in 2006 and in these
regulations focused on the protection of juvenile Internet users rights. She
talked about the obligations of service provider companies that include the
following components: Ensuring Limited Access Mechanisms, Ensuring
Elimination of Unauthorized Products, Network Integration Protection,

Customer (adult) Provision of Firewall.
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gmOdol  EsbmzoL bgbosdo dmbsfoegmdes J-bo @goms FsGdsbos
936m30L LsdFmL dgos 3MMyMsdol bgeddmgsbgemo Ms, Leila Marshania,
Program Manager at Council of Europe, Stasburg, France, sliggg 3hmggbm®o
OOGIOGH0 5 5egduoboms 3reozmzs ICANN-sb. On the closing sesson
was done by Leila marshania, Ms. Ms. Prof. Rotert (ECO) and Alexandra
Kulikova(ICANN).
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©sbMOZ0L  (39Mgdmbosgmols  3sMeggErmMs 72 YMYROLEGHMOMYdMEO
dmbseolosb FgmBgrymds 15-05 dmbowoligd doomm dmbsfoegmdol s
Bstronmemmdol  bghGoxozs@o. On closing session Georgian IG forum

Coordinator Ucha Seturi granted certificates of participation to the valunters.
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@©) Ombspoerggdol  @s BsGoXemmBol  sbsgrobo s  gsbsfoengds
@3060%9B9b982¢70 x:39%980b, 89609GH @3 sbs3020603 X8I%T0

gm®OMddo  dmbofowgmdol  MgaoLlEHMmoEos  ds0sMs 336-ds  AbMzgendo,
Looobsg  dmbsfoergmds  doopm  xoddo  242-0>  dmbofogngd.
5063 9M9LgdMwo  x¥aMxgdol FMowdo gl dmboggdgdo 8gabsodma
2399m0ymEqds:

Chart of the stakeholderal groups.

M NGO il Private i Gov

i Academia W technical

39609O FHowdo Imbsfiowggdol dmbsgdgdo :

Gender info of partisipants:

Onsite partisipants

MM WF
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000Mgw 35b9ebg Fomdmoygbowo 4gbogMwmao dosblo:

Participants 242 (Overall)
Day 1-118

Day 2 - 184

The gender balance on the panels:

118

Day 1

184

Day 2
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mmbolidogdol dowxgdo
Budget of the event

LomGeb0Bs30M 99dE03MmdYd0 FqLsdwrms o3gmm Msd)bodg doM0moE J0ToMHMGdS®, MMICOL R06BLYds Fmbs MMAMME EMBMMBdOL IHTsMIdOom,
31939 06BHIMHBYEHIIOMZ39EMdOL BMEMWTob 93010 s WMFsWMMO TboMEoFgMgdols Joge.

We can start evaluation of organizational activities by discussing several basic directions, which were founded by various donors, also by the members and local

supporters of the IGF.

9b 59@03Md9gd0 TgbodErms 3y 8909 X 3IBIOS:
The activities could be divided into the following groups:

e mbobdogdol Fobs TmLodbogdgwo bodndomgdo ((930Mgool s LodFmb ggzMgdol dgbgzgmgdo, sMBg369d0, 3MMAMmToL EI0EIds ©o
3MBLME 530900 bbgs dbssdF)Mgdmb);
Pre-event activities (meetings of the members and council members, elections, the approval of the program and consultations with other supporters)
e 0636b9¢ 339M©0L s bLmEOSW MO Jugegdol FMIBHWYdS S Y8390, bb3s ©S395300MGOWWO 53E03MdJdO (MTGbo, 398-239MOL S LME0SEYHO
Jugeobl 2390gd0ob 998465 s 9T0bolEBHMOMNd);
Preparation and launch of the Internet pages and social networks, other related activities (creating and administration of the domain, the web-site and the
social network);
®  3Mm960bymsb 93938060 JOME0 5dEH03MdYOO (BMEMWTol s bbgs LodgFo Bolsergdol B39O, emaml d9846s s 0bEJRMOMId);
Activities related to branding (creating the colour of the Forum and printable materials,the design and integration of the logo);
e LomMasb0Bs3gom gommol Imdbogdol bodw)dsmgdo (IMBsDO, 930960, 3HMgdEHMMO s 5.9.);
The organizational space planning (hall, screen, projector and etc.)
® 33905 Qo 35bdsd0;
The alimatation and the dinner;
® 39303000 Lgd0sbMds (Fmbsf3930, 090X 0, MOL FabMogyo, 36l dBIMId0 s Lsodoxm ds69M0);
Printing activity (invitation cards,badge, the agenda, press banners and banners);
o 3905 FbomFMs (Mbes0b EMmIbLeroMgds);
The media support (online broadcasting);
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e bmEosmo mbolidogds (9db3MELos Joewsd Mdowrolido s 83bgmsdo);

Social event (excursion to Tbilisi and Mtskheta);
e Lo@mabldmMEHm 8mdlabvMgds s GMoblrgmgdo (Logmbagmabzom bogMigdo

M05BOEID).

The transport services and the transfers (from the hall to the conference space).
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Budget/dvx9@o
9JBH03mdgd0 Activity dbsMsF9Ms Supporter 009x9GH0/USD
3mbx9®mabizools 5300/ [ Hgolmb 3wy 0396005, 390GgMH0bAOL byH30Lgdo s Fglsdsdobo | CoE N/A
Conference venue and related | s@F®300mds/ Radisson Blue Iveria, Catering Interpretation
activities F9Lodsd0LO SO FMOZ0MdS/ Appropriate equipment’s and translation
LodmyBomOM b FgMs/ CoE
Travelling support ISOC 2900
RIPE NCC
ICANN
™mboob  AbsmsFgMs/  Online | preparation of web and social media pages/ 06@&g®bg@ a390OL ©s | IGFSA
support LM EosX OO Jugargdol IMIBHIOs s 5EIOBOLEHMOMYDdS RIPE NCC 300
ICANN
5Q0WbY FboMmoFqms/ On site | live stream Camera, Live stream team, o0b®Gg@odzos,  mbwoob 800
support Bo®memdol dbo®oFgMs IGFSA
RIPE NCC
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ICANN

30560 s 3905 IbsMIESFJMHS/PR

BMGHMYMOIB0, 30JM J5MYdS, 3nFMNB03o300L s 3056 TgbgxgPo/ | IGFSA

and media Support Photographer and Camera operator, RIPE NCC 1100
video clip, Communications and PR manager ICANN
0M9bobyo/branding d5b9gMgd0, dgox0, Wwgb®GHgdo, oL {guMoyo/ banngers, bedges, | RIPE NCC 1500
agenda IGFSA
239 35b3s5d0/Gala Dinner ISOC
6300
bmgosemmo  mboldogds, 13 | City tour , transportation, dinner for speakers and partisipants LTD “SystemNET” 950
L9dBH9ddgMo/Social Event
13 of September
Lbgo botxgdo Accountant, report translation and editing and etc. 550
Other expenses
TOT 14 400
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09005 7M30:

Media Coverage:

e  https://www.radiotavisupleba.ge/a/mmartvelobis-forumi/28723659.html
e http://netgazeti.ge/news/219731/

e  https://imedinews.ge/ge/teqnologiebi/27042/tbilisshi-internetmmartvelobis-rigit-mesame-porumi-gaikhsna

e http://georgia.shafagna.com/GE/GE/147005

e http://1tv.ge/ge/news/view/178509.html

e  http://epn.ge/?id=51653

e http://ghn.ge/com/news/view/185754

e http://www.newposts.ge/?1=G&id=150856-
%FE1%83%A4%F1%83%9D%E1%83%A0%FE1%83%A3%E1%83%9B%FE1%83%98,%20%FE1%83%9B%E1%83%90%F1%83%A 1%FE1%83%9E%FE1%83%98%

E1%83%9C%E1%83%AB%E1%83%9A%E1%83%9D%E1%83%91%E1%83%90

e  http://www.ipress.ge/new/84639-sagartvelo-internetmmartvelobis-masshtabur-forums-GEOIGF-2017-maspindzlobs
e  http://ibusiness.ge/new/8841-saqartvelo-internetmmartvelobis-masshtabur-forums-GEOIGF-2017-maspindzlobs

e  http://www.commersant.ge/?view=post&id=131424&lang id=ge

e  http://kvira.ge/350371

e  https://pia.ge/post/148864-tbilissi-internetmmartvelobis-rigit-mesame-forumi-mimdinareobs

3009)M@0b39d0:

Video Links
L50JOX M 30QIMOYMEO:
Image Videos:

https://www.youtube.com/watch?v=vdd Y5tMuPaU&feature=youtu.be

e  https://we.tl/QRlagmudGt/
e http://radiol.ge/ge/videos/view/188304.html
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https://www.radiotavisupleba.ge/a/internetmmartvelobis-forumi/28723659.html
http://netgazeti.ge/news/219731/
https://imedinews.ge/ge/teqnologiebi/27042/tbilisshi-internetmmartvelobis-rigit-mesame-porumi-gaikhsna
http://georgia.shafaqna.com/GE/GE/147005
http://1tv.ge/ge/news/view/178509.html
http://epn.ge/?id=51653
http://ghn.ge/com/news/view/185754
http://www.newposts.ge/?l=G&id=150856-%E1%83%A4%E1%83%9D%E1%83%A0%E1%83%A3%E1%83%9B%E1%83%98,%20%E1%83%9B%E1%83%90%E1%83%A1%E1%83%9E%E1%83%98%E1%83%9C%E1%83%AB%E1%83%9A%E1%83%9D%E1%83%91%E1%83%90
http://www.newposts.ge/?l=G&id=150856-%E1%83%A4%E1%83%9D%E1%83%A0%E1%83%A3%E1%83%9B%E1%83%98,%20%E1%83%9B%E1%83%90%E1%83%A1%E1%83%9E%E1%83%98%E1%83%9C%E1%83%AB%E1%83%9A%E1%83%9D%E1%83%91%E1%83%90
http://www.newposts.ge/?l=G&id=150856-%E1%83%A4%E1%83%9D%E1%83%A0%E1%83%A3%E1%83%9B%E1%83%98,%20%E1%83%9B%E1%83%90%E1%83%A1%E1%83%9E%E1%83%98%E1%83%9C%E1%83%AB%E1%83%9A%E1%83%9D%E1%83%91%E1%83%90
http://www.ipress.ge/new/84639-saqartvelo-internetmmartvelobis-masshtabur-forums-GEOIGF-2017-maspindzlobs
http://ibusiness.ge/new/8841-saqartvelo-internetmmartvelobis-masshtabur-forums-GEOIGF-2017-maspindzlobs
http://www.commersant.ge/?view=post&id=131424&lang_id=ge
http://kvira.ge/350371
https://pia.ge/post/148864-tbilissi-internetmmartvelobis-rigit-mesame-forumi-mimdinareobs
https://www.youtube.com/watch?v=vddY5tMuPaU&feature=youtu.be
https://we.tl/QRlaqmudGt/

https://www.youtube.com/watch?v=Vq7gy5ZTfgE&t=8s

https://www.youtube.com/watch?v=eMneeviTaKk&t=2s
https://www.youtube.com/watch?v=m-LIDXM 674

https://www.youtube.com/watch?v=dXXuD5Jjvgw&feature=youtu.be

https://www.youtube.com/watch?v=r0VWrL0sNOk&feature=youtu.be

https://www.youtube.com/watch?v=II10Z1Zg518&feature=youtu.be

https://www.youtube.com/watch?v=ihnQGK1nJRg&feature=youtu.be

40

Lsgds@mgzgemmls 06¢g®mbyEd0smm39mmmdols gmmyydol 2017 ferols sbastodo
2017 annual Report of Georgian Internet Governance Forum


https://www.youtube.com/watch?v=Vq7gy5ZTfgE&t=8s
https://www.youtube.com/watch?v=eMneevfTaKk&t=2s
https://www.youtube.com/watch?v=m-LIDXM_6Z4
https://www.youtube.com/watch?v=dXXuD5Jjygw&feature=youtu.be
https://www.youtube.com/watch?v=r0VWrL0sNOk&feature=youtu.be
https://www.youtube.com/watch?v=lIloZ1Zg5l8&feature=youtu.be
https://www.youtube.com/watch?v=ihnQGK1nJRg&feature=youtu.be
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139309 YHO Foermds GeolGF 2017-0b
dbsMdF9MgdL
Special Thanks to the supporters of the GeolGF 2017
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